Encryption Anywhere™

Removable Storage

Strong Data Protection for

Removable Storage Devices

Encryption Anywhere Removable Storage
is a powerful and flexible software
solution for information security
management that enables
enterprise organizations and
government agencies to leverage
the benefits of using removable
storage devices while minimizing

the risks to data security.
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Key Benefits:
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Protect trade secrets and

intellectual property

Avoid the costs associated with

disclosing data security breaches

Safeguard the privacy of consumer

and employee information

Meet regulatory compliance

requirements for data security

Align data security measures with
existing IT business processes

Strengthen investor confidence

and prevent brand erosion
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Encryption Anywhere™
Removable Storage

Contact for Evaluation
(800) 440-0419 (415) 683-2200
www.guardianedge.com

Mobile Data Protection for Removable Storage Devices

Removable storage devices are a boon for mobility, but they present unique challenges for IT security.

USB thumb drives, flash memory cards and other removable storage devices can store vast quantities

of confidential data, and they are highly vulnerable to theft and loss. As a result, many organizations are

looking for a solution that can help them enforce security policies when employees copy confidential and

proprietary information to removable storage devices.

Encryption Anywhere Removable Storage is an information security management solution that provides

policy-based file encryption and access control for removable storage devices. This data protection

software works with all major devices and requires minimal user interaction, enabling organizations to

extend IT security policies to removable storage devices in an efficient and cost-effective manner.

Protecting Enterprise Data With Intelligent Technology

By adopting Encryption Anywhere Removable Storage, organizations gain the ability to:

Protect trade secrets and intellectual property
Enforce encryption and access control policies for
removable storage devices such as removable hard
drives, compact flash (CF) cards, Apple iPods and
portable MP3 players.

Meet regulatory compliance requirements
Maintain the confidentiality of consumer data while
optimizing regulatory compliance efforts for several
state and federal laws, including California SB 1386,
FISMA, GLBA and HIPAA.

Key Features

Access Control for Removable Storage Devices

« USB thumb drives and portable hard drives

» Compact Flash (CF) and Secure Digital (SD) cards
« Apple iPods and portable MP3 players

Robust Encryption Technology
« Automated, user-transparent encryption
« FIPS-validated AES algorithm

Protect data without hindering productivity
Deploy the application remotely using best-of-
breed enterprise software such as Tivoli, SMS and
Altiris, and configure security policies rapidly and
with minimal training.

Avoid costly data breach disclosures

Avoid the costs associated with the disclosure of
a data security breach, such as legal expenses,
communication to affected consumers, brand
erosion and after-the-fact security improvements.

Enterprise Management Capabilities
Centralized configuration and deployment
Streamlined administrative interface
Automatic enforcement of security policies

Supported Operating Systems
« Windows 2000 (SP4)
« Windows XP (SP2)
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